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(54) Title of the Invention: Quantum protection of telemetry tracking and command links
Abstract Title: Encryption of signals sent between a satellite and a ground station using quantum

cryptography.

(57) A control apparatus (100) for a satellite (200) comprises a command generator to generate telemetry, tracking and
command (TT&C) instructions for the satellite. The control apparatus further comprises an encryptor to encrypt
TT&C instructions using a common quantum encryption key shared with the satellite and a transmitter to transmit
the encrypted TT&C instructions to the satellite. A satellite comprises a command and telemetry subsystem to
generate TT&C information for the satellite. The satellite further comprises an encryptor to encryptTT&C
instructions using a common quantum encryption key shared with the controlapparatus and a transmitter to transmit
the encrypted TT&C instructions to the control apparatus. The key generation method may use quantum
entanglement. The key may also be used for communications between clients on the ground (300, 400).
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At least one drawing originally filed was informal and the print reproduced here is taken from a later filed formal copy.
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(54) Title of the Invention: Autonomous quality regulation for distributed ledger networks
Abstract Title: Selecting trusted third party (TTP) nodes in distributed ledger networks (DLN) using

measured performance

(57) Distributed ledger technology (DLT) TTP nodes can
perform various tasks, super-peer, master, miner, jury,
notary.

Node performance is measured with test messages.

Performance criteria may be latency, uptime, transaction

processing speed, reachability, connection speed.
Test measurement results are statistically aggregated.
Performance may be compared to benchmarks.

The TTP selection may be performed by a distinct quality

regulation function (QRF).
The distributed ledger may be a CORDA type or a
blockchain.
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At least one drawing originally filed was informal and the print reproduced here is taken from a later filed formal copy.
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