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PAT. NO. Title
1 10,972,503 Deception mechanisms in containerized environments
2 10,616,276 Tunneling for network deceptions
3 10,419,479 Testing environment cyber vaccine
4 10,362,057 Enterprise DNS analysis
5 10,348,763 Responsive deception mechanisms
6 10,326,796 Dynamic security mechanisms for mixed networks
7 10,270,789 Multiphase threat analysis and correlation engine
8 10,230,745 Using high-interaction networks for targeted threat intelligence
9 10,218,741 Immunizing network devices using a malware marker
10 10,193,924 Network intrusion diversion using a software defined network
11 10,104,120 Command and control cyber vaccine
12 10,033,762 Threat engagement and deception escalation
13 9,985,988 Deception to detect network scans
14 9,979,750 Tunneling for network deceptions
15 9,961,099 Systems and methods for detecting and tracking adversary trajectory
16 9,853,999 Context-aware knowledge system and methods for deploying deception
mechanisms
17 9,836,512 Systems and methods for identifying similar hosts
18 9,773,109 Alternate files returned for suspicious processes in a compromised
computer network
19 9,756,075 Dynamic hiding of deception mechanism
20 9,729,567 Network infrastructure obfuscation
21 9,680,867 Network stimulation engine
22 9,576,145 Alternate files returned for suspicious processes in a compromised
computer network
23 9,350,751 Network infrastructure obfuscation
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