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PAT. NO. Title
1 11,233,815 Vulnerability remediation based on tenant specific policy
2 11,233,801 Session protocol update or upgrade web traffic
3 11,222,112 Signatureless detection of malicious MS office documents containing
advanced threats in

macros
4 11,190,550 Synthetic request injection to improve object security posture for cloud
security

enforcement
5 11,190,540 Systems and methods of detecting and responding to ransomware on a file
system
6 11,184,403 Synthetic request injection to generate metadata at points of presence for
cloud security

enforcement
7 11,184,398 Points of presence (POPs) architecture for cloud security
8 11,178,188 Synthetic request injection to generate metadata for cloud policy
enforcement
9 11,178,172 Systems and methods of detecting and responding to a ransomware attack
10 11,165,803 Systems and methods to show detailed structure in a security events graph
11 11,159,576 Unified policy enforcement management in the cloud
12 11,159,419 Policy-driven data locality and residency
13 11,106,825 Predetermined credential system for remote administrative operating system
(OS)

authorization and policy control
14 11,087,179 Multi-label classification of text documents
15 11,082,445 Preventing phishing attacks via document sharing
16 11,064,016 Universal connectors for cloud data loss prevention (DLP)
17 11,064,013 Data loss prevention using category-directed parsers
18 11,057,367 Assertion proxy for single sign-on access to cloud applications
19 11,025,653 Anomaly detection with machine learning
20 11,019,106 Remotely accessed controlled contained environment
21 11,019,101 Middle ware security layer for cloud computing services
22 11,019,031 Client software connection inspection and access control
23 10,990,856 Detecting image-borne identification documents for protecting sensitive
information
24 10,986,150 Load balancing in a dynamic scalable services mesh
25 10,979,458 Data loss prevention (DLP) policy enforcement based on object metadata
26 10,949,961 Detecting screenshot images for protecting against loss of sensitive
screenshot-borne data
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27 10,938,861 Conserving inspection bandwidth of a data inspection and loss prevention
appliance
28 10,868,845 Recovery from failure in a dynamic scalable services mesh
29 10,867,073 Detecting organization image-borne sensitive documents and protecting
against loss of the

sensitive documents
30 10,862,916 Simulation and visualization of malware spread in a cloud-based
collaboration

environment
31 10,834,113 Compact logging of network traffic events
32 10,826,940 Systems and methods of enforcing multi-part policies on data-deficient
transactions of

cloud computing services
33 10,819,749 Reducing error in security enforcement by a network security system (NSS)
34 10,812,531 Metadata-based cloud security
35 10,812,353 Aggregate network traffic monitoring
36 10,805,352 Reducing latency in security enforcement by a network security system
(NSS)
37 10,783,270 Methods and systems for securing and retrieving sensitive data using
indexable databases
38 10,771,435 Zero trust and zero knowledge application access system
39 10,659,450 Cloud proxy for federated single sign-on (SSO) for cloud services
40 10,621,346 Efficient scanning for threat detection using in-doc markers
41 10,491,638 Application programming interface (Api)-based security for websites
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