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Methods and systems for remote device configuration


Abstract

Systems and methods described herein may perform processing associated
with loading, with a boot agent
injection module in communication with a
processor; a boot agent into a memory of a network device
comprising a
processor; and perform processing associated with using the boot agent to
configure, with the
network device, the network device to connect to a
remote computer.
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Parent Case Text

CROSS-REFERENCE TO RELATED APPLICATIONS


This application claims the benefit of U.S. Provisional Patent
Application No. 61/803,205, filed Mar. 19,
2013, which is incorporated by
reference in its entirety.

Claims

What is claimed is: 

1. A method comprising: performing processing associated with loading, with a boot agent injection module
in communication with a processor; a boot agent into a memory of a
network device comprising the
processor, the boot agent comprising executable code, and the network device not currently configured to
connect a remote computer; and performing processing associated with a using a the boot agent to configure,
with the
network device, the network device to connect to the remote computer, wherein once configured, the
network device is configured to connect to the remote computer after a future remote device restart without
reconfiguring, wherein performing processing
associated with loading, with the boot agent injection module,
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the boot agent into the memory of the network device further comprises: performing processing associated
with transferring, with the boot agent injection module the boot agent to the network
device via a network
connection, wherein performing processing associated with loading, with the boot agent injection module,
the boot agent into the memory of the network device further comprises: performing processing associated
with sending, with the
boot agent injection module, an HTML link to a computer in communicating with the
network device via a network connection, the HTML link comprising a link to the boot agent.


2. The method of claim 1, wherein performing processing associated with loading, with a boot agent
injection module, a boot agent into a memory of a network device further comprises: performing processing
associated with transferring, with the
booth agent injection module, the boot agent to the network device via
a USB connection.


3. The method of claim 1, wherein performing processing associated with using the boot agent to configure,
with the network device, the network device to connect to a remote computer comprises: performing
processing associated with using the
boot agent to analyze, with the network device, a property of the
network device; and performing processing associated with using the boot agent to configure, with the
network device, the network device according to the property of the network device.


4. The method of claim 1, wherein performing processing associated with using the boot agent to configure,
with the network device, the network device to connect to a remote computer comprises: performing
processing associated with sending,
with the network device, a test message to the remote computer via
network connection.


5. The method of claim 1, wherein performing processing associated with using the boot agent to configure,
with the network device, the network device to connect to a remote computer comprises: performing
processing associated with storing,
with the network device, configuration data into the memory of the
network device, the configuration data enabling the network device to connect to the remote computer.


6. The method of claim 1, wherein performing processing associated with using the boot agent to configure,
with the network device, the network device to connect to a remote computer comprises: performing
processing associated with using the
boot agent to determine, with the network device, whether the network
device is connected to the remote computer via a direct connection or an indirect connection.


7. The method of claim 1, wherein performing processing associated with using the boot agent to configure,
with the network device, the network device to connect to a remote computer comprises: performing
processing associated with using the
boot agent to configure, with the network device, the network device to
communicate with the remote computer using a scripts library.


8. The method of claim 1, further comprising: performing processing associated with loading, with the boot
agent injection module; a boot agent update into the memory of the network device; and performing
processing associated with using the
boot agent update to configure, with the network device, the network
device to connect to the remote computer.


9. The method of claim 1, wherein the network device is configured to connect to the remote computer
through ha local area network or wide area network.


10. A system comprising: a network device comprising a processor and a memory, the network device not
currently configured to connect to a remote computer; and a boot agent injection module in communication
with a processor, the boot agent
injection module comprising executable code and configured to perform
processing associated with loading a boot agent into the memory of the network device; wherein the network
device is configured to perform processing associated with using the boot
agent to configure the network
device to connect to the remote computer, and wherein once configured, the network device is configured to
connect to the remote computer after a future remote device restart without reconfiguring, wherein the boot
agent
injection module is configured to perform processing associated with loading the boot agent into the
memory of the network device by: performing processing associated with transferring the boot agent to the
network device via a network connection,
wherein the boot agent injection module is further configured to
perform processing associated with loading the boot agent into the memory of a network device by:
performing processing associated with sending an HTML link to a computer in communication
with the
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network device via a network connection, the HTML link comprising a link to the boot agent.


11. The system of claim 10, wherein the boot agent injection module is configured to perform processing
associated with loading the boot agent into a memory of a network device by: performing processing
associated with transferring the boot
agent to the network device via a USB connection.


12. The system of claim 10, wherein performing processing associated with using the boot agent to
configure, with the network device, the network device to connect to a remote computer comprises:
performing processing associated with using the
boot agent to analyze, with the network device, a property
of the network device; and performing processing associated with using the boot agent to configure, with the
network device, the network device according to the property of the network device.


13. The system of claim 10, wherein performing processing associated with using the boot agent to
configure, with the network device, the network device to connect to a remote computer comprises:
performing processing associated with sending,
with the network device, a test message to the remote
computer via a network connection.


14. The system of claim 10, wherein the network device is configured to perform processing associated with
using the boot agent to configure the network device to connect to a remote computer by: performing
processing associated with storing
configuration data into the memory of the network device, the
configuration data enabling the network device to connect to the remote computer.


15. The system of claim 10, wherein the network device is configured to perform processing associated with
using the boot agent to configure the network device to connect to a remote computer by: performing
processing associated with using the
boot agent to determine whether the network device is connected to the
remote computer via a direct connection or an indirect connection.


16. The system of claim 10, wherein the network device is configured to perform processing associated with
using the boot agent to configure the network device to connect to a remote computer by: performing
processing associated with using the
boot agent to configure the network device to communicate with the
remote computer using a scripts library.


17. The system of claim 10, wherein: the boot agent injection module is further configured to perform
processing associated with loading a boot agent update into the memory of the network device; and the
network device is further configured to
perform processing associated with using the boot agent update to
configure the network device to connect to the remote computer.


18. The system of claim 10, wherein the network device is configured to connect to the remote computer
through a local area network or wide area network.

Description

BRIEF DESCRIPTION OF THE
DRAWINGS


FIG. 1 is a network according to an embodiment of the invention.


FIG. 2 is an injection method according to an embodiment of the invention.


FIG. 3 is a configuration method according to an embodiment of the invention.


FIG. 4 is a provisioning method according to an embodiment of the invention.


FIG. 5 is a provisioning method according to an embodiment of the invention.


FIG. 6 is a provisioning method according to an embodiment of the invention. 
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DETAILED DESCRIPTION OF SEVERAL EMBODIMENTS


Many network devices, such as routers or switches, may require configuration in order to function. For
example, in the context of a complex, secure corporate network, the network devices may be configured to
interact with one another. Systems
and methods described herein may enable a network device to be
provisioned with a complex configuration in a zero touch manner by causing a boot agent to be loaded on the
network device. Once the boot agent has been loaded, it may enable the network
device to connect to a
provisioning engine, which may be part of a data center, for example. The provisioning engine may take over
and fully provision the device. This provisioning may be accomplished without trained IT staff at the remote
network
device location.


Systems and methods described herein may comprise one or more computers. A computer may be any
programmable machine capable of performing arithmetic and/or logical operations. In some embodiments,
computers may comprise processors, memories,
data storage devices, and/or other commonly known or
novel components. These components may be connected physically or through network or wireless links.
Computers may also comprise software which may direct the operations of the aforementioned
components.
Computers may be referred to with terms that are commonly used by those of ordinary skill in the relevant
arts, such as servers, PCs, mobile devices, routers, switches, data centers, and other terms. Computers may
facilitate communications
between users and/or other computers, may provide databases, may perform
analysis and/or transformation of data, and/or perform other functions. It will be understood by those of
ordinary skill that those terms used herein are interchangeable, and any
computer capable of performing the
described functions may be used. For example, though the term "router" may appear in the following
specification, the disclosed embodiments are not limited to routers.


Computers may be linked to one another via a network or networks. A network may be any plurality of
completely or partially interconnected computers wherein some or all of the computers are able to
communicate with one another. It will be
understood by those of ordinary skill that connections between
computers may be wired in some cases (i.e. via Ethernet, coaxial, optical, or other wired connection) or may
be wireless (i.e. via Wi-Fi, WiMax, or other wireless connection). Connections
between computers may use
any protocols, including connection oriented protocols such as TCP or connectionless protocols such as
UDP. Any connection through which at least two computers may exchange data can be the basis of a
network.


The systems and methods described herein may be related to the teachings of U.S. patent application Ser. No.
12/634,536, "SYSTEM AND METHOD FOR PROVIDING VIRTUAL PRIVATE NETWORKS" filed Dec.
9, 2009 (published as US 2010/0142410); U.S. patent application Ser. No. 12/471,199, "REGIONAL
VIRTUAL VPN" filed May 22, 2009 (published as US 2009/0304004); and U.S. patent application Ser. No.
12/471,179, "GLOBAL VIRTUAL VPN" filed May 22, 2009 (published as US 2009/0304003), the entirety
of
each of which is incorporated by reference herein.


FIG. 1 is a network 100 according to an embodiment of the invention. In this example, various devices such
as the head end device 140 and the network device 150 may communicate with one another via the internet
110 or some other public or
private network. In FIG. 1, the head end device 140 is a VPN router and the
network device 150 is a router, although other head end devices 140 and/or network devices 150 may be
used. When they are connected to one another via the internet 110, the
head end device 140 and the network
device 150 may facilitate communication between head end computers 170 associated with the head end
device 140 (e.g., corporate campus computers and/or a local secure campus network) and home computers
130 associated
with the network device 150 (e.g., remote IP phones, PCs, etc.). As will be described in
greater detail below, a provisioning engine 120 may be used to set up the network device 150 so that it can
communicate with the head end device 140.


In the network 100 shown in FIG. 1, an example remote provisioning process for the network device 150
may proceed as follows. In 1, the network device 150 is not connected to the secure corporate network via
the head end device 140 but is
connected to the internet 110. In 2, a provisioning process may be initiated.
For example, the provisioning process may employ one of two methods. In a first method, an end user may
install a USB key on the network device 150 and power on the network
device 150. The USB key may
automatically configure the network device 150 to contact the provisioning engine 120. In a second method,
the end user may connect a PC or other device 130 to the network device 150 via one of the LAN ports on
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the network
device 150 or in some other way. The user may access their email, open a configuration email.
and click on a configuration URL. This action may launch a Java applet that may automatically configure the
network device 150 to contact the provisioning
engine 120. The Java applet may be started via a link or
program provided to the PC 130 in some other way as well. Both of these methods are described in greater
detail below. In 3, the provisioning engine 120 may configure the network device 150
based on specific
configuration information to complete the provisioning. In 4, the provisioned network device 150 may now
be part of the secure corporate network and may communicate with the head end device 140 accordingly.


FIG. 2 is an injection method 200 according to an embodiment of the invention. In 205, the network device
150 may power on. When a network device 150 powers on it may follow a set boot sequence. For example, a
boot sequence may be as follows. First, the network device 150 may execute a POST (power on self test).
Then, the network device 150 may load operating system software. The operating system software may look
for a valid configuration file stored in a memory such as an NVRAM. Configuration files may be labeled
startup-config or startup.cfg, for example. If a startup-config file is in NVRAM, the network device 150 may
load and run this file. However, many network devices 150 may include a mechanism to allow for this boot
sequence to be overridden. The method 200 may take advantage of this mechanism by loading a config file
onto the network device 150 to act as a boot agent to allow remote provisioning of the network device 150.
The agent-boot.cfg agent can be injected
onto the network device from a USB key or over an internet
connection, for example.


In 210, when the startup.cfg runs it may look for the presence of a boot agent configuration file (indicated
throughout by "agent-boot.cfg", although other file names may be used) on a USB key. The USB key may
also hold additional files, for
example an agent-connect file and agent-boot.ini file, which are described in
greater detail below. If no USB key is found, or if the agent-boot.cfg file is not found on the USB key, in 220
the startup.cfg may continue to run and the network device 150
may power up with basic, unsecured, un-
configured Internet access. If the agent-boot.cfg file is found on the USB key, in 215 the network device 150
may execute that config (cfg) file and may not continue with the default startup.cfg. Execution of the
boot
agent config file is described in greater detail below with respect to FIG. 3.


If no USB key is present, in 220 the network device 150 may boot the startup.cfg file and configure basic
internet access. Once the network device 150 has basic internet connectivity, in 225 another computer 130
may begin interfacing with the
network device 150. For example, an end user may connect a laptop to one of
the LAN ports on the network device 150 and then access their email on the laptop. The user may have been
sent an email with instructions containing a URL. The user may be
instructed to click on the URL. In
response, in 230 the computer 130 may connect to a web server in a data center. In 235, the URL may cause
a web page to be displayed and a Java applet or other executable program to be downloaded and executed. In
some embodiments, the Java applet may be obtained and executed in some other fashion. In 240, the Java
applet may download the agent-boot.cfg, and, in some embodiments, the agent-connect script and agent-
boot.ini files to a memory in the network device
150, for example a flash memory. In 245, the Java applet
may then overwrite the startup.cfg file with the agent-boot.cfg. Then, in 255, the Java applet may cause the
network device 150 to reset. When the network device 150 resets, it may follow its
standard boot process but
because the startup.cfg has been replaced by agent-boot.cfg, in 215 the network device 150 may execute
agent-boot.cfg. Once the boot agent config file is installed in 245, if, in 250, the network device 150 executes
a hard
reset, it will boot with the custom agent-boot.cfg config.


FIG. 3 is a configuration method 500 according to an embodiment of the invention. In 505 the network
device 150 may run the boot agent config file, and in 510 the network device 150 may begin a start up
sequence. Once the network device 150
starts to execute the agent-boot.cfg, regardless of how the agent was
injected onto the network device 150, in 515 the network device 150 may load the agent-connect script into
flash memory, if this has not already been done. Once the agent-connect
script is loaded into flash, in 520 a
command may be executed to load this script into a network device 150 library. In 525, the network device
150 may be set up to create an event manager event and to configure the event management event to call the
agent-connect script. The agent-boot.cfg file may be careful to configure an event that will always trigger. In
530, the network device 150 may wait for the event to trigger. Once the event is triggered, in 535 the event
manager may cause the network
device 150 to execute the agent-connect script. In 540, the agent-connect
script may initiate a discovery phase, wherein it may gather information about the network device 150. For
example, the information may include, but is not limited to, the IP
address the network device 150 has been
assigned, whether the network device 150 it routable or behind NAT, the network device 150 model number,
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the operating system image that is loaded on the network device 150, the network device 150 serial number,
and the options installed or licensed for the network device 150.


Once the discovery phase is complete and the information about the network device 150 is known, in 545 the
script may determine if the network device 150 is connected to the internet. If it is connected to the internet,
a provisioning method
such as that described below with respect to FIG. 4 may begin. If the network device
150 has no internet connectivity (which may happen in the USB scenario, for example), it could be because
the network device 150 needs some basic configurations to be
set prior to being able to connect. For
example, configuration may be required if the network configuration requires the network device 150 to have
a fixed IP address to be able to connect to the public internet (i.e., the the network device 150 has no
DHCP
capability to assign the IP address when it connects), or if the network device 150 has a DSL connection to
the internet rather than an ethernet connection (in this case DSL credentials may be required before the
network device 150 can connect), or
if the connection to the internet is over 3G or LTE wireless.


When no Internet connection is detected, in 550 the script looks for a boot agent initialization file that may
have been injected as described above. In this example the file is called agent-boot.ini, although other file
names may be possible. This file may contain the information required to be able to setup basic internet
connectivity, for example the static IP address that must be injected onto the network device 150, or the DSL
credentials required to get DSL service. If no agent ini file
is found, the network device 150 may return to
the injection process 200 described above and make another attempt to get the needed files. If the agent ini
file is found, in 555 the network device 150 may configure internet connectivity using the data
from the
agent ini file. Then, in 545, the network device 150 may determine whether it is connected to the internet and
move on to provisioning if so.


The agent-boot.cfg file and the agent-connect script may be generic files which may be used in all scenarios.
The agent-boot.ini may be customized and injected on a case by case basis for each network device 150. This
may be done automatically
as follows. When a request is made, for example to a data center, to create a new
network device 150, a workflow engine may detect if the configuration uses a standard ethernet network
device 150 or a variant using DSL or 3G. It may also detect whether
the network device 150 will have a
dynamic IP address or will require a static address. If the configuration is for a standard ethernet network
device 150 with dynamic IP, then no special data may be required for the agent-boot.ini. If the network
device 150 requires DSL, 3G, a fixed IP address, and/or some other special configuration, a specific cvo-
boot.ini file may be generated and injected along with the agent-boot.cfg and agent-connect files.


Once agent-connect has processed the agent-boot.ini data to set any custom settings for the network device
150, the network device 150 should have internet connectivity and can start provisioning, as described below.

FIG. 4 is a provisioning method 600 according to an embodiment of the invention. If the network device 150
is connected to the internet, in 605 the network device 150 may determine if it has a public routable IP
address (i.e., it is connected
directly to the public internet, for example) or if it has a private address (i.e. it is
connected behind a NAT router that is a gateway to the public internet, for example). If the the network
device 150 has a private address, it may initiate a process
to build a secure, encrypted, tunnel to a data center.
For example, in 610 the network device 150 may build the tunnel, and then in 615 the network device 150
may gather tunnel information. Once that encrypted tunnel has been built out from behind the
NAT router to
the data center, two way communications between the network device 150 and the data center may be
possible. At this stage, or if the network device 150 has a public routable IP address, in 620 the script may
make a call to the data center
including a request to start provisioning. In the case where a tunnel has been
built, the call may be made through the encrypted tunnel. If the network device 150 has a public IP address,
the call may be made via the internet and may include the IP
address at which the network device 150 can be
reached. The data center may comprise the provisioning engine 120, which may perform the functions of the
data center described below.


Once the request to the data center for the provisioning to start has been made, the data center may take over
and dynamically build and download the configuration required by the network device 150 based upon a
template that was specified in
the portal and the information determined in the discovery phase. For example,
in 625 an agent connect engine may connect to the network device 150. In 630, the agent connect engine
may provision the network device 150. In 635, an agent connect
configuration may be set as a running
config. The running configuration may be loaded whenever the network device 150 is powered on or reset.



3/22/22, 11:59 AM United States Patent: 9928082

https://patft.uspto.gov/netacgi/nph-Parser?Sect1=PTO2&Sect2=HITOFF&p=1&u=%2Fnetahtml%2FPTO%2Fsearch-adv.htm&… 12/13

In 640, the agent config may be set as a config for a reset action. Thus, agent-boot.cfg config may be the
config that will be loaded whenever the network device 150 is made to perform a hard reset, for example.
These processes are described in greater detail in U.S. patent application Ser. No. 12/634,536, "SYSTEM
AND METHOD FOR PROVIDING VIRTUAL PRIVATE
NETWORKS" filed Dec. 9, 2009 (published as
US 2010/0142410). In 645, it may be determined that the network device 150 is operational. At this point,
the network device 150 may be fully provisioned and may now be part of a secure corporate network. In
case
of future network device 150 power on or reset, in 650 the agent connect start up process may be initiated.
Whenever the network device 150 powers on or has hard reset, it may follow the provisioned boot process
and may connect back to the data
center to check if it has the correct configuration or if any config updates
are available.


The provisioning engine 120 may comprise a library of scripts (methods, applications, APIs, etc.) which may
be used in the agent-connect script to interact with the network device 150 and the data center. These scripts
may use encrypted traffic
between the network device 150 and the data center so that data can be exchanged,
requests can be made, and so that status information can be passed back to the data center for monitoring and
logging purposes. These scripts may provide an API into the
data center that can be used by the script to
access capabilities of the data center.


FIG. 5 is a provisioning method 300 according to an embodiment of the invention. This method 300 is an
overview of the provisioning described above for an embodiment employing a USB key injection process. In
310 a user may insert the USB key
160 into the network device 150. In 320 the serial number of the key 160
may be sent to the provisioning engine 120, and in 330 the network device 150 may be powered on. In 340,
the provisioning engine may request an ID from the network device 150. In
350, the network device 150 may
provide the ID and the provisioning engine 120 may start provisioning as described above. In 360, the
provisioning engine 120 may inform the user of a successful start to the provisioning, for example via email.
In 370,
the provisioning engine 120 may configure the network device 150 as described above. In 380, the
network device 150 may store an indication of successful configuration in the USB key 160. In 390, the
provisioning engine 120 may inform the user of a
successful provisioning, for example via email.


FIG. 6 is a provisioning method 400 according to an embodiment of the invention. This method 400 is an
overview of the provisioning described above for an embodiment employing a network based injection
process. In 410 a user may connect a PC
130 or other computer to the network device 150. In 420 the user
may initiate the process, for example by clicking on a link as described above. In 430 the PC 130 may verify
the network device 150. In 440, the initial configuration may be loaded into
the network device 150, and the
network device 150 may be rebooted. In 450, the PC 130 may contact the provisioning engine 120 and the
provisioning engine 120 may start provisioning as described above. In 460, the provisioning engine 120 may
inform the
user of a successful start to the provisioning, for example via a notification in a web browser. In
470, the provisioning engine 120 may configure the network device 150 as described above. In 480, the
provisioning engine 120 may inform the user of a
successful provisioning, for example via a notification in a
web browser.


The systems and methods described above may provide at least the following features, as well as additional
features described above. 1. Ability to remotely configure a network device via the internet with a cloud-
based provisioning engine 2. Use of a USB key to enable automated provisioning of network device 3. Use
of email URL link to activate automated provisioning of network device 4. Injection of boot agent onto
network device via USB or internet connection 5. Use of a boot agent
loaded onto network device to
remotely connect to a cloud-based provisioning engine 6. Use of a cloud-sourced script loaded onto the
network device to create a local event triggered by the network device event manager 7. Remote collection
of
information on network device to detect connection type and use a local initialization file to provision
credentials to interface 8. Automatically determine if network device has a public or private IP address and
configure communication back to the
cloud-based provisioning engine 9. Automatic configuration updates
via communication with cloud-based provisioning engine upon power on or hard reset of network device 10.
Use of a scripts library (methods) to interact between the network device and
the cloud-based provisioning
engine


While various embodiments have been described above, it should be understood that they have been
presented by way of example and not limitation. It will be apparent to persons skilled in the relevant art(s)
that various changes in form and
detail can be made therein without departing from the spirit and scope. In
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fact, after reading the above description, it will be apparent to one skilled in the relevant art(s) how to
implement alternative embodiments.


In addition, it should be understood that any figures which highlight the functionality and advantages are
presented for example purposes only. The disclosed methodology and system are each sufficiently flexible
and configurable such that they
may be utilized in ways other than that shown.


Although the term "at least one" may often be used in the specification, claims and drawings, the terms "a",
"an", "the", "said", etc. also signify "at least one" or "the at least one" in the specification, claims and
drawings.


Finally, it is the applicant's intent that only claims that include the express language "means for" or "step for"
be interpreted under 35 U.S.C. 112, paragraph 6. Claims that do not expressly include the phrase "means for"
or "step for" are
not to be interpreted under 35 U.S.C. 112, paragraph 6.


* * * * *
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